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Agenda
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• IT Infrastructure and Operations (I&O) as Commodity

• Complexity of IT Systems

• CMDB (Configuration Management Data Base)
     as the answer
• Using the CMDB to enable IT Processes

• IT Operation Processes

• Trends in ITOM



Expectations and Requirements to I&O
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Scalability

SecurityCosts Availability

Compatibility Robustness

Reachability

Resilience

I&O: Infrastructure and Operations



IT Operations as a “Black Box”
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input

Business IT Services

output

IT Operations

Technical Services



Gartner's I&O Model for IT
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I&O: Infrastructure and Operations

Economics
Quality Agility Customer Satisfaction

Business Contribution
• Planning
• Financial Management
• Metrics
• Governance
• Sourcing
• Project Management

• Standards
• Efficiency
• Agility
• Service Quality
• Tools

• Focus
• Standards

• Metrics
• Integration• Metrics

• Organization
• Roles
• Culture
• Skills
• Training

Source: Gartner (October 2007)

Business Value

Business Management
Pe
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Technology



Levels of Gartner's I&O Maturity Model
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Components of an IT System

7

An IT System is used to generate and process information needed to support 
users in one organization

Software

Data Base

Data

Servers

Workstations,
Devices

Users

Administrators

Procedures



Key Elements of IT Infrastructure
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Clients
& devices

Database & 
Applications Servers Network



Complexity of the Client Infrastructure
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Remote Users

Office Users

Phones

Mobiles

Usage of IT Services

Data availability
Connectivity
Printing Infrastructure
Access Protection
User Registration

Meeting rooms
Alarm, security video



Environments for Data Base and Applications

Development
Level 1

Development areas per development team

Team A

Test 
Level 2

Test systems

Productive 
Level 3

Productive system

Team B

Team C
Team D

Team E

Development

UATs

Integration

Go to 
production

Consistency between different environments
Data anonymization
Compatibility between components
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Heterogeneous Server Infrastructure

Source: docs.oracle.com/cd/E19636-01/819-2433/fwbdo/index.html

Multiple Front-End Servers with Multiple Back-End Servers

Data availability
Increased complexity 
because of micro services
Shared infrastructure 
(Database, Front-end, 
Storage)
Compatibility between 
systems
Load between servers
Authentication (Admin 
Users)
Synchronization
Backup

LDAP: Lightweight Directory Access Protocol
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Critical Network Infrastructure

Cyber Attacks
Firewall Rules
Capacity Management 
(missing specifications for 
bandwidth for instance)
Data connections with 3rd 
parties
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How to manage the whole IT Infrastructure?
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Knowing the different IT components => CMDB

CMDB: Configuration Management Data Base
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CMDB = IT Data Warehouse
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Exercise
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1. Workstation

2. Smart Phone

3. Laptop

Group 1 Group 6

Group 5Group 2

Group 4Group 3

4. Client Application

5. Application Server

6. Printer

Define the Configuration Items (CI) for the following items



Example of a CMDB Database Model 
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Possible Data Modeling

CMDB

User Employee

Client &
Devices

Room LocationIdPersonal data

Workspace PhoneMobileWorkspace Type

Database &
Applications Database

Server

Network

Software
ApplicationManufacturer

Licenses

Software Version

Hardware Installation

Network area

Cluster

Environments
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CMDB´s

CMDB

Users

Assets

HICOM

KIWI Cat

MS-SQL
Mgt Studio

Forti 
Manager

Ansible

Lumension

TSM

VCenter

AD / DNS

…

“CMDB” consolidates different Configuration Management Sources
CMBD -> Configuration Item Data Base (CIMDB)

C(I)MDB

Configuration 
Management

Configuration Item (CI) 
Management
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Challenges for a CMDB solution

Systems are different
Data integration missing
Relationships not clearly defined

Users

Workstations

Smart Phones

Printers

VMware

Unix Servers

Routers / Switches

manually

automated
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Difference between AMDB and CMDB 

AMDB: Asset Management Data Base
CMDB: Configuration Management Data Base
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One Source of Truth
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CMDB as Hub to enable some IT Processes

CMDB

Service Management

Asset Management

Configuration Management

Lifecyle Management

Financial Management

Supplier Management

Contract Management

License Management

Capacity Management

Consistency Management



CMDB Relevance for IT Processes (I) 

IT Process CMDB Key 
Items/Functions

Common 
Practices

Best Practices 
“CMDB”

Service Management
A service is set of specialized organizational capabilities for 
providing value to customers in the form of services
Service Management is the implementation and 
management of IT services that meet the needs of the 
business.

• Service description
• Internal SLAs
• RTO / RPO

"stand-alone" Service 
Catalogue

Asset Management
IT asset management is the set of business practices that 
support life cycle management and strategic decision making 
for the IT environment. IT assets include all software and 
hardware contained in your organization's IT environment.

• Asset Type
• Technical features

Fragmented inventories

Configuration Management
Process for establishing and maintaining consistency of a 
product's performance, functional, and physical attributes 
with its requirements, design, and operational information 
throughout its life.

• Security items (patch 
level for instance)

• Bespoke developments
• Interfacing feature

Configurations not 
documented

Lifecycle Management
systematic approach to managing a product’s lifecycle from 
inception to disposal to decommissioning

• Maintenance period
• Release policy (multi-

releases)

Last minute and ad hoc 
renewals

Financial Management
Oversight of expenditures required to deliver IT products and 
services

• Initial price
• Market value
• Amortization

Inconsistent and non-
transparent financial 
information
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CMDB Relevance for IT Processes (II)
IT Process CMDB Key 

Items/Functions
Common Practices Best Practices 

“CMDB”

Supplier Management
Process that ensures that value is received for the money 
that an organization spends with its suppliers. Effective 
supplier management makes sure that several activities 
occur, including:
ü Establishing policies to govern suppliers
ü Negotiating and agreeing upon legal contracts between 

the purchasing organizations and its suppliers
ü Suppliers produce goods and services in line with agreed 

expectations
ü Contracts with suppliers match business needs
ü Targets in contracts with suppliers align with targets set 

by the purchasing organization
ü Managing relationships with suppliers as well as overall 

supplier performance
ü Managing supplier performance and keeping accurate 

supplier records and information

• Contact persons
• Escalation procedures
• Communication 

procedures

High dependency and 
"dictatorship" of big players

Contract Management
Process of managing contract creation, execution, and analysis 
to maximize operational and financial performance at an 
organization, all while reducing financial risk

• Validity
• Period of validity and 

resignation
• External SLAs

paper contracts in a binder

License Management
Process of monitoring, maintaining, reducing, documenting 
and controlling all the organization’s various software licenses

• Licensing method
• Licensing scalability
• True-up conditions

License pool defined at the 
beginning of the project

Capacity Management
Act of ensuring a business maximizes its potential activities
and production output—at all times, under all conditions

• Estimated usage
• Alert threshold

Extra disk space just when 
needed

Consistency Management
Process which guarantees that any given database transaction 
must change affected data only in allowed ways

• Definition of the 
dependencies

• Specific reporting

What does it mean?
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Business and Technical Services are included in the CMDD

Middleware

Specific 
Applications

…

Windows
Linux AIX

Storage
Network Firewall

Workplace HardwareNotebooks

Mobile

Physical Server

Virtualization
VMware Container

DatabaseSecurity

IT Systems

Basis Infrastructure

Corporate Applications Platforms
Portals

Standard Workplace

Remote Workplace

Mobile
Mobile Device 
Management

IT Tools

Workplace

…

Core Portal

Document 
Management 

System

…

…
…

Basic Services

Intranet Exchange

…Identity and Access Management

PrintActive Directory

MQ

..

Application
Programming 

Interface
MS-SQL OthersOracle

Access-Mgt Endpoint

Sandbox
...

Monitoring Others

Backup

Log

…

Business
Technical
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CMDB supports IT Service Management

Nr Prozesse

Se
rv

ice
 

Lif
eC

yc
le

IT Management

1

Corporate Strategy
Business Continuity Management
IT Strategy
Quality Management
Projekt Portfolio Management
IT Architektur
IT Controll ing
Supplier Mgmt
Service Portfolio Mgmt

Service 
Strategy

2

Service Continuity Mgmt
Service Availabil ity Mgmt
Service Capacity Mgmt
KPI and IT Reporting
Service Design Mgmt

Service
 Design

3

Release Mgmt
Test Mgmt
Change Mgmt
Configuration Mgmt

Service 
Transformation

4

Phishing-Spam-Mail Viren Mgt
Cyber-Security Incident Response Mgt
Cyberfraud-Cybercrime Mgt
Kunden Support
Business Support Mgmt
Incident Mgmt
Problem Mgmt
Request Mgmt
Access Mgmt
7510 Event Mgt
7503 Monitoring Mgt

Service 
Operation

5 Continual Service Improvement  Mgmt
Service 

Improvement

IT Production

IT Controlling

Configuration
Mgt

IT Strategie

Change
Mgt

Incident
Mgt

Event
Mgt

IT Architektur

Request
Mgt

Access
Mgt

Problem
Mgt

Continuall Service 
Improvement Mgt

Solution
Design

Operation
Guide

Service Availability
Mgt 

Service Capacity 
Mgt

Service
Continuity Mgt

v
Supplier

Mgt

Service
Design Mgt
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Asset Management

• Purchasing
• Hardware Delivery
• Staging (OS* ready)
• Installation (application ready)
• Software Update
• Moves
• Decommissioning
• Disposal of IT devices

*OS: Operating System

27

Asset
Lifecycle



Configuration Management Process

Example

HW Hardware Asset 

W Workplace Asset

U Employee Asset

P

SVC Service

Product

M

C

Manufacturer

Cluster

R

OS

Asset Role

Operating System Asset

SW

DB

Software Asset

Database Asset

Nr Task Workflow Assets

1 Purchasing

2
Delivery
(Hardware-ready)

3
Staging

(OS-Ready)

4
Installation
(Application-Ready)

5
Moves
(Workplace, Server)

6 Update Software

7
Decommissioning

8
Disposal

B

L

S

HW

HW

HW

W

INST

Virtual ?

W

INST

SVC M

P

C
R

APP

OS

HWW

only HW ?
ja nein

janein

I R

SW

DB

U

M
HWWU

INST
SW

DB

D HWW INST

SVC

E HW

SVC

APP

U

APP

SVC
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Management of CI´s

• Choice of CI´s

• Definition

• Data Relevance

• Usage

• Method for collecting

• Ownership

• Dependencies
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CMDB along the Product Lifecycle

Procurement Operations Decommissioning

Purchasing

Installation

Documentation

Operation/Monitoring

Change Management

Documentation Documentation

Disposal

Dismantling

CMDB

No procurement 
without CI-ID

No installation without 
an entry in the CMDB

Daily comparison of the 
CMDB with the real world

No change without 
tracking in the CMDB

No dismantling 
without tracking in 
the CMDB
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Consistency Checks

CMDB

• Check changes
• Medium-term planning
• License management
• Lifecycle planning

Reality

31



"Houston, we ´ve had a problem"

HOUSTON, Texas -- It was April 13, 1970, that the now famous words were spoken from Apollo 13, "Houston, we've had a problem."
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Support Management
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Levels of IT Support

Support Level 0: Self Service & User-Retrieved Information
• Documentation (FAQ: Frequently Asked Questions) + Training
• Key Users may provide support

Support Level 1: Service Desk
• Password resets
• Infrastructure degradation
• Simple Operating System errors

Support Level 2: Advanced Support
• Complex problems derived from possible issues with servers or hardware that a level 1
       specialist cannot solve like system performance
• Back-end issues only solvable with a sizable knowledge of
      the company’s ins and outs in terms of software, hardware,
      and network functioning

Support Level 3: Expert / External Support

34



System Monitoring

Elementary monitoring activities
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Identify trends based on historical data

36



Define alerts based on rules
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Define Alerts to monitor IT systems

1. Network

2. A Mobile Application

3. A Server

Group 1 Group 6

Group 5Group 2

Group 4Group 3

4. A SIEM functionality

5. A Corporate Application

6. Storage

Define monitoring alerts for

38



Best practices to define relevant rules

1. Plan and configure alerts that work for you

2. Set Priorities! Classify your systems based on importance

3. Never allow a single point of failure

4. Know your audience

5. Test your monitoring tool and alert system

6. Never set up an email filter for your alerts

7. If everything is quiet, something is wrong…

8. Create a process for how alerts are resolved

9. Ask for help

10. Document everything

Source: www.monitis.com/blog/10-tips-for-monitoring-best-practices-alerting-and-notifications/
39



Event Management

Event: relevant occurrence or event for the management of the IT 
infrastructure

Event Typ

Within the framework of 
normal operation, e.g., 
when a work step has 

been completed

Abnormal but not exceptional 
operating events where 

attention and further analysis 
are recommended, e.g., 

abrupt job termination after 
a certain period of time

State of exception or 
special case for a very 

unusual situation

40
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Event Processing in 3 steps

Trigger

Awareness

Response

Back to normal• Incident Management
• Problem Management
• Change-Management

41

1

2

3



Change Management
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Normal Change

Standard Change

Emergency



Future Trends
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Cloud

Blockchain Big Data
Machine
Learning (AI)

1 2 3



Block chain in ITOM

Smart contracts

store, verify, and execute code           
on a blockchain

High-performance

due to the decentralized nature 
of blockchain

File storage

More efficient download protocol

Communication

New standards for 
communication      between 
blockchain-based   applications

No evidence

Specific Knowledge

No proven technology

Expectations Current Situation
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Big Data for ITOM

SIEM for incident detection and 
response

Big data may improve the 
incident detection rates by being 
able to collect much more data 
and crunch it to find the patterns 
of attacks within it

IT Operations Analytics (ITOA)

eradicate traditional data siloes 
using Big Data principles, 
especially for Root Cause 
Analysis, Proactive Control of 
Service Performance and 
Availability, Problem Resolution, 
Service Impact Analysis, 
Dynamically Baselines Threshold

Use of very large data

Results may be difficult to 
analyze and interpret due to 
the high level of changes

Specific competencies 
required

Maybe for larger
organizations

Expectations Current Situation
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Current Situation

Machine Learning and ITOM

Expectations

Diagnostic

For anomaly detection, event 
correlation and root cause 
analysis

Predictive Failure Analysis

Intelligent Automation

Chat bot

Good acceptance by users

Use of different languages

History is saved and available

Need of a large data range

Time needed to be put in place

Difficult to small organizations 
with a specific IT production 
landscape

Maybe for larger
organizations
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ITOM in the Cloud

Cloud automation
use of automated tools and processes to 
execute workflows that would otherwise have 
to be performed manually by your engineers, 
like configuring servers or setting up a 
network

Application deployment
automatically handling the application 
deployment process, which can be a time-
consuming task if performed by hand
Public cloud vendors themselves also offer 
automated application deployment solutions

Monitoring and remediation
built-in monitoring solutions, such as AWS 
CloudWatch, that automatically collect metrics and 
allow to configure alerts that will be triggered when 
certain predefined thresholds are met, such as a 
cloud server running out of memory or a cloud 
database that has become unresponsive

Data discovery and classification
automated discovery and classification of data in the 
cloud and possibility to identify situations where 
data is improperly secured; for instance, they could 
alert admins to an AWS S3 bucket that contains 
private address data and can be accessed by anyone 
on the Internet

Source: www.contino.io/insights/cloud-automation-versus-cloud-orchestration
47



NoOps -> Maybe one day!
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Take away and must know!

• Understand the complexity of IT systems

• Understand what a CMDB is and the use of it

• Define Configuration Items

• Define relevant alerts by disturbance
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the Gartner IT Infrastructure and Operations Maturity Model. Gartner Research

50



Backup

Some CIs and
their Attributes
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CI Hardware: Server
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Node name/Host name X C Field
Function C Text • Short description
Type C Field • Virtual

• Physical
IP Address(es) X C Field • IP-Address fields
Product X C C C List • Manufacturer 

Name
• Manufacturer ID
• Model No.
• Device name

• CPU
• RAM
• Local disk capacity
• Network card(s)
• SAN connection

Manufacturer X C C C List
Supplier C C C List
Delivery Date C C Field
Purchasing Price C C C Field • Purchase value/purchase price
End of Guarantee C C C Field • Date Guarantee End
Maintenance contract • Link to Supply Management
Location C C List
Building C C List
Room C C List
Rack-No. C List
Lifecycle Status C C C List
Max. Weight C C Field in kg
Height C C Field Height in m
Thermal output C C Field
Power consumption C C Field
Operating temperature C C Field C: to Complete
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CI Hardware: PC/Workstation
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Node name/Host name X C Field
Function C Text • Short description
IP Address(es) X C Field • IP-Address fields
Manufacturer X C C C List
Supplier C C C List
Delivery Date C C Field
Purchasing Price C C C Field • Purchase value/purchase price
End of Guarantee C C C Field • Date Guarantee End
Maintenance contract • Link to Supply Management
CPU X
RAM X
Disk capacity X
VLAN Field
Floor box Field
Lifecycle Status C C C List
Max. Weight C C Field in kg
Height C C Field Height in m
Thermal output C C Field
Power consumption C C Field

C: to Complete
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CI Hardware: Notebook
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Node name/Host name X C Field
Function C Text • Short description
IP Address(es) X C Field • IP-Address fields
User-ID X C List User code
First Name C
Last Name C List
Account C List
Manufacturer X C C C List
Supplier C C C List
Delivery Date C C Field
Purchasing Price C C C Field • Purchase value/purchase price
End of Guarantee C C C Field • Date Guarantee End
Network Card X
WWAN X
WWAN IMEI
CPU X
RAM X
Disk capacity X
VLAN Field
Max. Weight C C Field in kg
Thermal output C C Field
Power consumption C C Field

C: to Complete
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CI Hardware: Smart Phone
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Asset PIN C C Field
Product X C C C List • Manufacturer Name

• Manufacturer ID
• Model No.
• Device name

Manufacturer C C C List
Supplier C C C List
Delivery Date C C Field
Purchasing Price C C C Field
End of Guarantee C C C Field
User-ID C List
First Name C List
Last Name C List
Phone Number C C Field
PIN 1 C C Field
PUK 1 C C Field
Activating Date C Field
Cancelling of Contract C Field

C: to Complete
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CI Software
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Product C C C C Field e.g. Adobe Reader 9
Version C Field e.g. 12.0.6425.1000
Installation date C Field
Installation location C Field Fat/Citrix application
Installation source C Field
Manufacturer C Field
Supplier C C C C Field
Purchasing Info C C C C Field date/price/assurance

Business Owner C C C C Field

S/N Number C Field

Product Key C Field

Licence Type C Field Single, concurrent, agreement,…

Kind of installation C Field Image, manual, installation, SW package, SW 
package snapshot, SW package silent, link,…

Lifecycle Status C C C C List Ordered, on stock / ready delivery, engineering, 
testing, productive, end of life

SW Responsible C C C C Field

C: to Complete
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